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1. Vnimanie problematiky 1

Zdroje:

PSIB SR 04, KPMG Slovensko, DSM-data security
management, NBU -

> historicky prvy prieskum v SR

PSIB CR 05, Ernst & Young, DSM-data security
management, NBU -

> historicky uz 4. prieskum opakujuci sa kazde dva roky (prvy
bol zrealizovany v roku 1999)




1. Vnimanie problematiky 2
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Zdroj: PSIB SR '04




1. Vnimanie problematiky
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Bezpecnostné incidenty
s hajvaznejsim dopadom
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Zdroj: PSIB SR '04
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Najvacsie hrozby z hladiska
informacnej bezpecnosti

Zdroj: PSIB SR '04
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1. Vnimanie problematiky 5

Vyskyt bezpecnostnych incidentov za poslednych
sest’ rokov
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Zdroj: PSIB CR '05
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1. Vnimanie problematiky 6

Vyskyt bezpecnostnych incidentov v suvisloti s
vyuzivanim internetu

zni¢enie/poskodenie obsahu
WWW stranok

neautorizovany pristup do
systéemu

m zneuzitie internetu a elektronickej
posta vMastnymi zamestnancami

odrzanie fingovanych/podvodnych
emailov

m virus ziskany zo suborov
stiahnutych z internet

virus ziskany z prilohy v
elektronickej poste

Zdroj: PSIB CR '05
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Percento zamestnancov s pristupom na internet
a rast poctu virusov stiahnutych z internetu

percento zamestnancov
s pristupom na Internet

W percento spolocnosti s
wskytom virusu z prilohy
emailu

m percento spolocnosti s
wskytom virusu
stiahnutého z internetu

1999 2001 2003 2005

Zdroj: PSIB CR '05




1.

Vnimanie problematiky

Formy, ako prispievaju organizacie ku zvysovaniu
bezpecnostného vedomia svojich zamestnancov

- - : | Gy 63
interne publikované smernice
o, O 42
kontrolna Cinnost
1l & . @&y 23
pravidelne skolenia
- @22
priloha k pracovnej zmluve
T 6
zamestnanecka priruCka
0 20 40 60 80

percentualny podiel

Zdroj: PSIB SR '04
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2. Skutocnost’ 1

Kde sa moze problem s fudskym faktorom
objavit’

« Dodavatelia IS

» Vlastni uzivatelia (spravcovia IT, uzivatelia)

+ Externi uzivatelia (klienti)
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2. Skutocnost’ 2

Dodavatelia IS

» tvorba WWW aplikacii, ktore trpia znamymi slabinami
- SQL Injection, Cross site scripting (XSS), URL
tampering, Cross site tracing (XST), Session
hijacking, atd.

* nevhodna implementacia rieSenia (default nastavenia
sluzieb WWW, SQL servera a dalsich)
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2. Skutocnost’ 3

Vlastni uzivatelia (spravcovia IT,
uzivatelia), externi uzivatelia (klienti)

» sprava IT — dosledky neznalosti problematiky a/alebo
pohodInosti
* vyuzivanie administratorskych prav pri beznej praci
» absencia auditovania a jeho kontroly
* absencia realneho riadenia uzivatelskych prav

» absencia viacvrstvovej ochrany (viry, spyware a dalsi
malware)

e uzivatelia
« 7ladna alebo slaba znalost hrozieb = naivita
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Priklad - phishing

MCUA Home | Search | Privacy Policy & Accessibility | Site Map| Contact Us

MNational Credit Union Administration

Account Info Venfication

Dear FCU halder account,

A= part of our security measures, we regularly screen activity in Federal Credit
Unions (FICUY neta e

e recently noticed the following issue on your account: A recent review of your
account determined that wee require zome additional information from wou in
order to provide ywou with secure serwice. Case | Number, PP-O55-617-349 Far
wour protection, we hawve limited access to your account until additional e curity
meazures can be completed. WMile apologize for any inconvenience this may
cause, Please log in to wour FCU account to restore wour access as zoon as
possible.

“ou must click the link belows and fill in the form on the following page to
complete the verification process.

Click here to update vour account

In accordance with NCUA User Agreement, wour account aceess will remain
limited until the issue has been resolved. Unforfunately, if access to your account
remains limited for an extended period of time, it may result in futher
limitations or eventual account closure, We encourage you to log in to wour FCU
account as=so0on as possible to help avaid this, We thank you foryour prompt

Ahout MCLLA

The Hational Credit Union
Administration (NCUA) is the
independent federal agency that
charters and supemvizes faderal credit
unions. MCUA, backed of the full faith
and credit of the U.5. government,
operates the Mational Credit Union
Share Insurance Fund (NCUSIFY) insuring
the zavings of 20 million account
halders in all federal credit unions and
many state-chartered credit unions.
Cruring the 1990s and into the 21t
centuny, credit unions have been
healthy and growing. Credit union
failures remain low and the Share
Insurance Fund maintains a healthy
equity level. The Mational Credit Union
Administration (NCUA) is comitted to
maintain a safe environment for ower 30
million account holders in all federal
credit unions and many state-charered
credit unions. Protecting the security of
holders aecount and of the Federal
Credit Unions (FCU) netwodd is aur
primany concern.
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Priklad - phishing

Address :ﬂj hktp: f fvds-36431 3, aren-pro,comiwew, ncua, gov/update _card, bt

f‘-.lCUﬂ.u i—ll.;éume | Search | F'ri:urac:v l.:'l:ulil::ﬁ.f.E.L Accessihiﬁw | Site Manl.g

National Credit Union Administration

Confirm your Federal Credit Union Credit/Debit Card Info

Mame On Credit Card: |

Credit Card Mumber: |

Credit Card Type: | VISA

Expiration Date: : w ||
Electronic Signaturer ATh PINY; [

Card Yerification Mumber(Cyy2): |

“Your Federal Credit Union Blank: |

Clicking the "Proceed" button belows, will secure and update your credit'debit card. Plez=e do not click the button more
than once.

Eal IR Tt ﬂ Trkarmak
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Priklad - phising

citibank

Serial EM202-16

vazeny kliente Citibank Online®,

03/02/2006 na vas bezny et byl pfijat pfevod v cizi méné na
Castlku ve vysi 2000 . Se shodou s spotfebitelskym souhlasem
CitiBank ® online |, je potfeba potvrdit tento pfevod pro jeho Uspésne
zafazeni na Yas bézny Ucet. Pro potvrzeni platby Yas prosim o
navstévy programu ovladani Yasim Jctem CitiBank® online a dale
postupuite podle predlozengého navodu, v pfipadé nepfijeti potvrzeni
v prubéhu 48 hodin, bude éastka vracena odesilateli.

Pro vstup do programu CitiBank® online, kliknéte sem ===

S pozdravem
Sluzba CitiBank® Alerting Service
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Priklad

€ v 2 -\ ¥l I,_'I http:,l',l'hcltl:lar.n:nm,l'installatiDnIBrnwsininnstaII.aspx?DeFa|.|ItSIcu'n=&AdditinnaIKips=&LaynutIE=&La';.-'|:|ut0j [E:l Prejsk’ na I@, = ek

N

Hetbar.com

Add emoticons and Images to your Emails.

Join the Hotbar community of millions of users and enjoy:

v Colordul Emails
v Beautiful desktop wallpapers i
¢ Enhanced Browser functionality with fast search tool ‘ CI|CI( HEI'E
« Shopper Reports - comparative shopping service.
¢ Weather Tool
Microsoft Any of these features may be remorved at any time.
MO EERTIE IR Theze free services are ad-supported [contextual pop ads)
AT ITARR m———— urless pou dizable the pop ads through the preference meu,

ar chooze our paid werzionh.

About Hothar + Media Center * Advertise with sz * Report Copuright Infringernent ' Contact * Privacy Paolicy * Tarms of Use * Help
Copuright @ 1999-2005 Hotbar.cormn . Inc All Rights Rezerved - Patent Mo, US 6,784,200

and additional patents pending. H-:-tl:i.snr@I and H-:-tl:-ar.‘:-:-l'n@I are Reg. U5 Pat & TM Off.
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2. Skutocnost’ 4

Mozne dopady?
* Unik dat
* zneuzitie, znepristupnenie infrastruktury (SPAM,
,zombie®, trojske kone, Cervy)

» v pripade zmanipulovanych transakcii reklamacne
konania

¢ adalSie
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Moznosti minimalizacie-vseobec.

Mat’ system riadenia bezpecnosti inform.

» zmapovat inf. aktiva, definovat vlastnika dat, vytvorit
kategorie, postupy a zodpovednosti

Zvysovat’ bezpecnostné povedomie
internych i externych uzivatelov

Na technickej urovni
» GPO, pripadne lokalna aplikacia opatreni
* viacvrstvové ochrany (AV)
* Uprava konfiguracie, alternovanie WWW klientov
» ovladanie uzivatelskych prav
* monitorovanie a spracovavanie logov !!!
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Moznosti minimalizacie - konkr.1

Dodavatelia IS

» sucastou implementacného projektu IS ma byt
nezavisle preverenie tretou stranou —
audit/preverenie aplikacie, penetracny test

Vlastni uzivatelia
* monitorovanie a pravidelne spracovavanie logov !!!
» automatizovana pravidelna aktualizacia OS | aplikacii

* minimalizovat rozsah uzivatelskych prav (pouzivanie
skupin Users, Power Users, vyuzitie GP)

20



Moznosti minimalizacie - konkr.2

Vlastni uzivatelia - pokracovanie

» konfiguracia WWW a email klientov (obmedzenie
povolenych priloh, dalsie parametre pouzitim
Resource kitu k MS Office baliku, obmedzenie ActivX
komponentov) i na centralnej urovni (emailovy
server, proxy server)

o zvazit pouzivanie alternativnych WWW a email
klientov

* pretestovat pozornost uzivatelov

* pri uzivateloch s mobilnymi zariadenia zvazit pouzitie
osobnych firewallov

» venovat sa problematike spyware
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Moznosti minimalizacie - konkr.3

Vlastni uzivatelia - pokracovanie

* venovat sa aj svojim klientom (oboznamenie s
hrozbami, priebezné informovanie o novych
hrozbach, poskytnut konkrétne doporucenia)
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Moznosti minimalizacie - konkr.4

Group policy (GP) - podrobnejsie
* GP (skupinove politiky) — definuju uzivatelske a
pocitacove nastavenia pre celé skupiny uzivatelov a
pocitacov

* moznostl — instalacia aplikacii, praca so skriptami
(logon/logoff, start-up, shutdown), nastavenie
systemu (plocha, ponuky, IE), politiky zabezpecenia,
atd.

» Kombinaciou lokalne] GPO, Site-based GPO,

Domain based GPO a OU-based GPO (org.
jednotky) je mozné vytvorit tzv. efektivnu politiku
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Moznosti minimalizacie - konkr.5

H ¢ =n

Group policy (GP) — podrobnejsie (pokrac.)

+ efektivna politiku, alebo tiez RSoP (Resultant Set of
-
PO“Cy) J Action  Yiew |J o - | | -~ | £

Tree I

@ pokus [server, DOMEMA, CZ] Policy N
EI @ Compuker Configuration
F = I:I Software Settings
f ------ mml Software installation
EI I:I Windows Settings
T =] Scripts I[SI:arI:up,l'Shutu:Inwn]l
- Eﬂ 5 .~__ Curiby Se
- r-a' ACCoun
- 2ed Local p Import Palicy...
o] Event L Export policy.
-_& Restricl  Reload
@ Sk
@ Feqiskr
-8 File Sys  Export List...
l - Public k
F - g IP Sec. HElp eckar
l I:I Adrniniskrative Termplates
ﬁ User Configuration
I:I Software Setkings

EI Windows Settings

ﬂlpen

Wigwm 4

I:l Adminiskrative Templakes bl
J | o[

24 Impart a kemplate file into this policy object,




Moznosti minimalizacie - konkr.5

Group policy (GP) — podrobnejsie (pokrac.)
* CO Je mozné nastavit/nastavit:
» nastavenia na urovni GUI (kozmetika)

bezpecnostné nastavenia (Account Policy, Local Policies,
EventLog, Services, Registry, File System, IPSEC, PKI)

&F Group Policy

J Action  Yiew Jd= -F||E|:"{IE]|@I

Tree I Folicy ¢ Local Setting Effeckive Setting
@ Local Computer Palicy EnFu:m:e pasaword hiskaory 0 passwords remem. .. 13 passaords reme, ..
FQ Computer Configurakion (o] Maimumn passwnrd age 42 days 30 days
- [ Saftware Settings 5 sMinimum passwiord age .
- = Windows Settings L_,_':|Mn|rrurn passw::rl:l length 0 charackers B characters
: cripts (3tartupShukdown niz| Passwards must meet complexity .. Disa nable
. acripks (Startupshukdown) P d E meek complexit Disabled Enabled
e o = =g Security Settings Sl:cure password using reversible e..,  Disabled Diszhled

=] @ account Polcies
----- -8 password Folicy
----- @ Account Lockout Policy
= IE Local Palicies
..... L8 Audt Policy
----- - [Z8 User Rights Assigrment
----- {18 Security Options
- |:| Publc Key Policies

------ |:| Encrypted Daka Recovery Agenks
Find ,5 IP Security Palicies on Local Machine
25 EI 1] Adrinistrative Templates
- @ Lkker Configuraton




Moznosti minimalizacie - konkr.6

Group policy (GP) — podrobnejsie (pokrac.)

* pri GP je mozné nastavovat ACL, pravo Apply,
MOZNOSHI filtroV (rea Gt S 34

Eenerall Links  Secuty |

Mame Add. .

Authenbicated Uszers
€3 CREATOR OwMER
ﬁ Domain &dmins [MYCOMPANYSD omain Adming]
ﬁ Enterprize Adring [MYCOMPAMYMERterprize Adm...
€7 SYSTEM

Remowve

Fermizzsions: £l Cretyy

Full Control

Read

Write

Create All Child Objects
Crelete All Child Objects
Apply Group Policy

ROOORO
000000

Additional permizsions are present but not
Advanced.. | viewable here. Presz Advanced to see them.

| Q. I Cancel Ay
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Moznosti minimalizacie - konkr.6

H ¢ =n

Group policy (GP) — podrobnejsie (pokrac.)
* pri GP je mozné nastavovat Dr|or|tu definovanych

mycompany.com Properties 7] %]

p0| Itl k Eenerall i anaged Eyl |:||:I|E!I:|Z| Securty  Group Policy |

& Current Group Policy Object Links for mycomparny

Group Palicy Object Link= Mo Overide | Dizabled

ﬁ D efaulk Domain Falicy
ﬂtl Teszt GPO

ﬁ Dornain Uzer Palicy

Group Policy Objects higher in the izt have the highest prioriby.
Thizg lizt obtained from; servera. mycompaty. com

TN Add... Edit Up

Ophions... Delete. .. Froperties Crowr

¥ Block Palicy inkheritance

| Q. I Cancel Aol
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Moznosti minimalizacie - konkr.6

Group policy (GP) — podrobnejsie (pokrac.)
» tato oblast ma vsak aj svoje uskalia

» ,nenavratnost™ niektorych nastaveni (potrebne
Specificke reverzne politiky a ,dekontaminacne”
kontajnery)

» Specialne v rozsiahlych prostrediach sa mozu
doménove GPO ,vymknut kontrole*
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Kratke resume

Existuju moznosti, ako Ciastocne
eliminovat’ ludske cinnosti, pouzitim
existujucich (vstavanych) rieseni a ich
kombinovanim. Akakol'vek Cinnost’ v tejto
oblasti a odklon od ,,default” nastaveni je
pozitivna.

Niektore z oblasti, ktoré zostali otvorene:
o soclalne inzinierstvo

* Interny audit zamerany na IT (odd. auditu alebo
bezp. manazeér)
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Zaver

Otazky?

Martin Zajicek, zajicek@dcit-consulting.sk
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