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Strucny prehlad prezentacie

= \Vychodiskova situacia prostredia WWW
aplikacii

» Zakladne oblasti zranitelnosti WWW
aplikacii

» Ukazky moznych infiltracii cudzieho kodu

» Popis ukazkovych utokov + predvedenie

= Hlavne odkazy prezentacie




Specifickost WWW prostredia

= otvorenost prostredia vzhladom na povodnu
ideu vzniku Internetu

» rOzne klientske platformy — operacny
system, prehliadac, atd.

» rOzne koddovania, atd.




Zranite'ne miesta WWW aplikacii

= WWW server - konfiguracia sluzby,
absentujuce aktualizacie, pozostatky
testovacich a ladiacich nastaveni,
neobmedzeny pristup k administrachym
rozhraniam

= WWW aplikacia — existencia [udovej
slovesnosti, neznalost problematiky
bezpecnosti — ,,.SQL injection” alebo Cross
Site Scripting (XSS), su zial stale v kurze




Zranite'ne miesta WWW aplikacii

» Ostatne: absencia logovania a spracovania
logov pristupov

» Zdruzenie The Open Web Application
Security Project pravidelne aktualizuje
,TOP TEN" najcastejsich chyb WWW —
odporucania urcené pre architektov,
dizajnérov, programatorov, viastnikov
aplikacii




Zranite'ne miesta WWW aplikacii

= A1 - Cross Site Scripting (XSS)

= A2 - Injection Flaws

= A3 - Malicious File Execution

= A4 - Insecure Direct Object Reference

= A5 - Cross Site Request Forgery (CSRF)

= A6 - Information Leakage and Improper Error Handling
= A7 - Broken Authentication and Session Management
= A8 - Insecure Cryptographic Storage

= A9 - Insecure Communications

= A10 - Failure to Restrict URL Access




Zranite'ne miesta WWW aplikacii

= Uzivatel — vysoke uzivatelske prava,
minimalne zabezpecenie PC, slabé
povedomie o0 bezpecnostnych rizikach =
mozna infiltracia skodliveho kodu v podobe
spyware, trojskeho kona s cielom
monitorovania, Ci upravy komunikacie
 vzory ,navnad” na dalsich stranach prezentacie
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Ukazky

Paypal@domain.invalid

12.02.2005 09:27

Cdpovézte prosim wuZivateli
akstcacronymnsdgsi@acrony.c
arr

PayPal

Dear PayPal ® customer,

We recently reviewed wour account, and we suspect an unauthonzed transaction on
Foubr account.
Protecting yvour account 18 our primaty concern. As a preventive measure we have
temporary imited your access to sensttive information.
Paypal features. To ensure that vour account 15 not compromised, sunply hat "
Resolution Center" to confirm vour 1dentity as member of Paypal

® Login to vour Paypal with vour Paypal usernamme and password.

® Confirm yvour identity as a card memeber of Paypal

Pleasze confirm account information by clicking here Eesolution Center and
complete the "Steps to Eemowe Linatations "

*Please do not reply to this message. Iail sent to this address cannot be answered.

Copyright © 1999-2007 PayPal. All nghts reserved.

] [ hittp: £ pavpalupdate. comdea/login. php

P :

DS TIR GG

R



Ukazky
_

CESKAS
SPORITELNA

Drahousek Zakaznik,

Tato i1s tvu) funkcionar oznameni dle Cesksa Spontelna aby clen urcty sluzba dat pozor pod vule byt deactivated a odstranit kdyby nedoslo k obnovit se bezprostredni.
Predesly oznameni mit been poslany aZ k clen urcity Zaloba Dotyk pridelil aZ k tato dcet.
Ackoliv clen urcity Bezprostredni Dotyk , tebe musit ocbnovit se clen urcity sluzba dat pozor pod o ono vule byt deactivated a odstranit.

Obnovit se Ted tvuj SERVIS 24 Internetbanking.

SERVIZ: SERVIS 24 Internetbanking
SKOMNANI: Leden, 20 2008

Byt zavazan tebe do using SERVIS 24 Internetbanking. My ocenit tvu) obchod a clen urcity prilezitost az k slouzZit tebe.

Ceska Sporitelna Sluzba dcastnikum

N N N N N N N N N N N N N N N N N N N N =

DULEZITY SluZba dcastnikum HLASENI

o o e e e e e o ol e S o S e e o ol e o o e o e e e e o

Byt prijemny cinit ne namitat az k tato poselstvi. Do jakykoliv badat |, dotyk Sluzba decastnikum
@ Ceska Sporitelna.

Viechna prava vyhrazena.

NOD32 2787 (20080112) Information

This message was checked by NOD32 antivirus system.
http:/ www_eset.com
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Typy utokov — ukazky

= Utok typu Man-in-the-middle (MITM)
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Typy utokov - ukazky

= Utok typu Man-in-the-browser (MITB)
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= Ukazka utokov

SOFTECON
14 2008




Sposob eliminacie hrozieb

» riesit bezpecnost WWW aplikacie uz na
zaclatku — pri navrhu riesenia, definovanie
zarucnych podmienok

= preverit aplikaciu nezavislou tretou stranou
— kladny vysledok, Ci protokol o odstraneni
najdenych pripadnych nedostatkov sucastou
preberacieho protokolu

= vzdelavat vlastnych pracovnikov | uzivatelov
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Hlavné odkazy prezentacie

= podobny utok je realizovatelny aj na dalsich
ebankingovych aplikaciach

» pouzitie jedného komunikacneho kanala
nemusi byt dostatocne bez ohladu na
pouzitu autentizacnu metodu, Ci prvok

* len antivirova ochrana je nedostatocna a
casto krat nie su dostatocne ani riesenia
komplexnej ochrany (personall firewall)
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